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CAPABILITY STATEMENT

Company Data COMPANY OVERVIEW

SyTech Solutions is a distinguished Minority-Owned company that excels in providing comprehensive infor-

UE ID: XHIMDR2B3AE5

CAGE: 7DAWO

EIN: 47-3761625

NAICS Codes:

v" 541511— Custom Computer
software support services

mation technology consulting services, placing a strong emphasis on Cybersecurity. Committed to excellence

and innovation, we are dedicated to delivering customized solutions for the maintenance, optimization, and

scalability of Information Systems. Our certified team ensures the highest standards of service, making us a
trusted partner for organizations seeking cutting-edge and secure IT solutions

v 541512 (Primary)— Computer CORE COMPETENCIES

consulting services Cybersecurity Expertise: Our dedicated team of highly experts ensures the highest level of protection for your
v' 542519 - Other Computer Ser- | digital assets through cutting-edge cybersecurity measures.

vices

Information Technology Consultation: We offer strategic guidance and consultation services to navigate the
complex landscape of information technology, aligning your business goals with technological advancements.

SAM Registration: Active
Business Size: Minority-Owned, Optimization and Scalability Solutions: We specialize in designing and implementing solutions that optimize
Small your existing infrastructure and enhance scalability to meet the evolving needs of your organization.
Certifications
CISA, CASP, Navy Cybersecurity DIFFERENTIATORS
Qualified Validator, SBA Certified

Information Assurance Risk Assessment v" Enterprise Data Management

Security Compliance Management Back-up and disaster recovery

Contact Person
Khalid Syed
Chief Technical Officer
Phone: 540-429-9892
Email: ksyed@sy-techs.com
Website: www.sy-techs.com

IPS/IDS (Active Intrusion prevention/detection) RMF, ATO, POAMs, and NIST

Risk and Vulnerability Analysis Vulnerability assessment and management

Network Security Monitoring and Assessment ICAM and Audit Readiness
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Management and Technical Services Infrastructure and Endpoint hardening

PERFORMANCES

v' Defense Health HQ - Sytech has demonstrated a proactive and comprehensive approach to cybersecurity by effectively managing and mitigating vul-

nerability findings across both production and development servers. Their implementation of security software for applications and computer manage-
ment in new domains underscores their commitment to staying ahead of potential threats. Sytech's adept monitoring of Infrastructure Security, em-
ploying technologies such as Juniper UAC 802.1x authentication, F5 Load Balancer, Symantec Mail Security for MS Exchange, and overseeing PKI and
SSL certificate renewals for servers and applications, reflects a robust defense strategy. Furthermore, their proactive stance is evident in the regular
reporting of vulnerability and risk findings through monthly maintenance reports, showcasing their dedication to continuous evaluation and implemen-
tation of updates for Information Systems.

v' US Marine Corps Technology Management Branch - SyTech has been instrumental in advancing cybersecurity efforts for the Marine Corps, particularly
in achieving Authorization to Operate (ATO) through the Risk Management Framework (RMF). Specializing in proactive cyber hunting, our team has
demonstrated proficiency in transitioning from DIACAP to RMF, playing a pivotal role in facilitating certifications and accreditation reviews. We have
provided crucial support to INFOSEC systems by conducting comprehensive analyses and defining robust security requirements. Additionally, SyTech
has actively participated in testing and managing cryptographic products, trusted networks, and database management systems. Our commitment to
enhancing the overall cybersecurity posture is evident through thorough penetration testing, analysis, and risk assessments. The proactive measures
taken by SyTech contribute significantly to ensuring the security and resilience of Marine Corps systems. Demonstrating our commitment to excellence,
SyTech provides comprehensive RMF lifecycle support to a diverse range of FM systems, varying in complexity. Moreover, our involvement in the Ma-
rine Corps enterprise-wide rollout of the FM Overlay underscores our dedication to shaping and reinforcing the financial security landscape for the
Marine Corps.




